Privacy Policy

A. General (This Privacy Policy is addressed to: our customers, contact persons of our customers prospective customers, our suppliers, contact persons of our suppliers, service providers, visitors).
As of 25/5/2018, the General Data Protection Regulation 2016/679 GDPR and its safe observance apply. Regarding the records we keep in our company MARIO D. KATSIKAS SA, we inform you, that:

A1. Controller within the meaning of the General Data Protection Regulation is: MARIO D. KATSIKAS SA (Pharmaceutical Storehouse, Paparigopoupou 6A & Louvari Street
Peristeri P.C. 12131, Athens, Greece), according to Art. 4Par 7, definitions, GDPR. 
A2. Our records include information such as: name of company, company id and account number, country, address, zip code, phone numbers, e-mail address, sales manager, responsible for the recall or withdrawing of medicines. They aim at daily / routine commercial and technical consultations as well as periodic emails. 
A3. Our records are maintained for as long as the relevant tax or/and pharmaceutical legislation (Good Distribution Practice of medicinal products for human use 2013/C 343/01) provides, according to Art. 6 Par. 1c, Lawfulness of processing, GDPR. 
A4. We systematically send regular “KAE/19A customer satisfaction questionnaires or KAE/6B Supplier evaluation questionnaires” and the average frequency of sending “KAE/19A or KAE/6B” is once annually.
A5. We do not keep files that contain sensitive personal data.
A6. In case of payment by personal bank accounts, this information is kept for as long as the tax legislation provides for it in a safe place.
A7. MARIO D. KATSIKAS SA has a procedure “KAD/14A” for implementing corrective actions and preventive actions resulting from the investigation of complaints, product rejections, non-compliances, recalls, deviations, audits, regulatory inspections and findings. 
A8. If you believe that we hold any of your personal data that should be deleted from our records, please let us know.
A9. We aim to use reasonable organizational, technical, and physical measures designed to protect personal information under our control, according to Art. 24 responsibility of the controller and Art. 32, security of processing, GDPR. Internet communications or data storage system can be guaranteed to be 100% secure. If you have reason or cause to believe that your interaction with us is no secure, please immediately notify us.
A10. We are obliged to protect the confidentiality and security and integrity and availability of your personal data, according to Art.  32, Security of processing, GDPR.
A11. In the case of a personal data breach, we will inform the authorities without undue delay (not later than 72 hours), according to Art.  33Par1, Notification of a personal data breach to the supervisory authority GDPR.  Affected data subjects must be notified “without undue delay”, according to Art.  34Par1, Communication of a personal data breach to the data subject, GDPR.
A12. We will only share your personal information with third parties if processing is required to complete a contract with you or processing is required to fulfill a legal obligation.

B. Cookies.
B1. We use cookies. By using our website, you agree to the use of cookies. We want to make our website more user-friendly and continuously improve it. 

B2. The website uses Google Analytics, a web analytics service provided by Google, Google Analytics also uses cookies, text files that are stored on your computer and allow an analysis of your use of the website. 
B3. Cookies are small text files, that are stored on your computer’s browser directory or program data subfolders. A cookie helps the website to remember information about your visit. 
B4. You can easily remove any cookies that have been created in the cookie folder of your browser. 
B5. By using the help features of your browser, you find out how to prevent or clear cookies from being created on your particular browser. If you have disabled the use of cookies, some features of our website may not work.
B6. Google Analytics, get more information on website: https://developers.google.com/analytics/
B7. Are all cookies the same? Get more information on website: http://www.allaboutcookies.org/
B8. What can I do to clear cookies installed on my computer? Get more information on website: http://www.allaboutcookies.org/, 
C. Which items of your personal data we can process:
C1. We only process the personal data, which you provide us in relation to the use of our services, sending of commercial messages and contracts we have concluded according to Art. 6 Par. 1, lawfulness of processing, GDPR. 
C2. We collect various types of personal data about you, including: a) Communication data: These include, for example, name, first name, last name, a person’s fixed and/or mobile telephone number, email, postal address (business), fax number if applicable. b) Payment information (bank account details, VAT or other tax identification number). c) Electronic identification data: (IP address, cookies, logs, data collection during the visit of the website, access and connection times, CCTV footage). d) Function data: (name of company, sales or order manager, responsible for the recall or withdrawing of medicines, responsible pharmacist, quality manager, supply manager, data which relate to our products and services, suppliers' questionnaires, customer questionnaires). e) Employee data (name, last name, vat number, bank account details, VAT or other tax identification number, telephone number, email, postal address). According to Art. 6 Par. 1c, Lawfulness of processing and Art. 9 Par. 2i, Processing of special categories of personal data, GDPR.
C3. We won’t process your personal data if we do not have a proper justification foreseen in the law for that purpose.
C4. We process your personal data for the following purposes: a) manage our relationship with you, b) archiving and record keeping, c) to perform existing contracts, d) billing and invoicing, e) answer your requests and provide you with efficient support, e) any other purposes imposed by law and authorities, according to Art. 6 Par. 1c, 1e, Lawfulness of processing, GDPR. 

C5. Personal data which is not related to a specific contract will be stored for 6 months after your last interaction with us.

C6. If you have concluded a contract with us, personal data which related to a specific contract will be stored for 5 years or the law requires a longer or shorter retention period. When legal period expires, your personal data is removed from our active systems. 
D. Rights of the data subject 
D1. You have the right to withdraw your consent at any time, according to Art. 7 Par. 3 Conditions for consent, GDPR. 
D2. You have the right to request confirmation whether data concerning you are being processed and the right to access your personal data as processed by us, according to Art. 15 Right of Access, GDPR. 
D3. You have the right to request the completion or correction of inaccurate data concerning you, according to Article 16 Right to rectification, GDPR.

D4. In accordance with Art. 17 Right to erasure (‘right to be forgotten’), GDPR, you have the right to demand that relevant data may be deleted in case there are no legal obligations preventing the deletion.

D5. You have the right to obtain from us restriction of the processing, according to Art. 18 Right to restriction of processing, GDPR. 
D6. You have the right to request to receive the data provided to us and additionally to request its transmission to other processors, according Art. 20 Right to data portability, GDPR.
D7. You have the right to object, at any time to the processing of personal data concerning you, according to Art. 21 Right to object, GDPR.

D8. You have the right not to be subject to a decision based solely on automated processing, including profiling, according to Art. 22 Automated individual decision-making, including profiling, GDPR.

D9. Right to complaint to the Authority. If you believe that the processing of your personal data violates legal requirements, you have the right to lodge a complaint with a supervisory authority, according to Art. 77 Right to lodge a complaint with a supervisory authority, (www.dpa.gr) HDPA. 
E. Processors and recipients of personal data 

E1. Personal data means any information relating to an identified or identifiable natural person (‘data subject’), according to Art. 4Par 1 definitions, GDPR.
E2. Processing of your personal data is performed in technically and physically secured electronic information systems, according to Art. 32 security of processing, GDPR.

E3. We won’t sell, share, or otherwise transfer your personal data to third parties other than those indicated in this Privacy Policy. Your personal data can be accessed by, or transferred to the following categories of recipients: a) our personnel, b) our IT systems providers, database providers and consultants, c) our external advisors, accountants and lawyers, d) any third party to whom we assign any of our rights or obligations and e) the supervisory authorities.
E4. “Third party means a natural or legal person, public authority, agency or body other than the data subject, controller, processor and persons who, under the direct authority of the controller or processor, are authorised to process personal data”, according to Art. 4 Par. 10, definitions, GDPR.

E5. The third parties are contractually obliged to protect the confidentiality and security and integrity and availability of your personal data, in compliance with applicable law, according to Art. 28Par 3.b Processor, GDPR. 

E6. Your personal data can also be accessed by or transferred to any national or international regulatory, enforcement, public body or court, where we are required to do so by applicable law or regulation or at their request.
F. Handover of personal data to third countries
F1. Subject to certain conditions, your personal data may, however, be made available to authorities (courts, police, national organization for medicines, food & drug administration, etc), according to Art. 45 GDPR, transfers on the basis of an adequacy decision, Art. 46, transfers subject to appropriate safeguards, Art. 49Par 1b, 1e, derogations for specific situations, GDPR. 
G. Automated decision making
G1. We do not use your personal data for decision-making purely on the basis of automated processing or profiling, according to Art. 22, automated individual decision-making, including profiling, GDPR.

H. Contact person 
H1. Please address your claims or queries or any suggestions including complaints or declarations to the following contact address: Mario D. Katsikas SA / Angelo N. Manino / (angelom@otenet.gr, gbekiaris@mariokatsikas.gr).
This policy was last updated on August 28th, 2018. Any future changes or additions to the processing of your personal data as described in this Privacy Policy will be notified to you in through by email or via our website.
MARIO D. KATSIKAS SA

General Manager
